Abstract Home environment has seen a rapid introduction of network technologies. The types of home networks introduced, include home automation, multimedia entertainment, and security networks. These networks are often developed by different organisations and consist of varying network technologies. Consequently, little attention has been given to the coexistence and interoperability of these networks. This naturally developing heterogeneous network architecture introduces new and significant usability and safety concerns. This paper addresses these concerns, through the design and implementation of a home gateway. A case study is implemented showing the application of the home gateway, to facilitate interoperability, between a home automation and a video surveillance network.
I. INTRODUCTION
IN recent years the home environment has seen a rapid introduction of network enabled, digital technology. This technology offers new and exciting opportunities, to increase the connectivity of devices within the home. Home automation is the general term used to represent this relatively new breed of technology. The adoption of network enabled products into the home has proceeded in an unplanned and ad-hoc manner. This pattern of adoption has lead to a home environment, consisting of a complex maze of heterogeneous networks. The application domains of home automation differs significantly, including home security, energy conservation and multimedia entertainment networks.
Home automation has been described by [1] as the introduction of technology within the home to enhance the quality of life of its occupants. There have been many proposed home automation systems. [2] developed a Java based home automation system, which used an embedded board to connect all the home automation devices together. However, the system requires an intrusive and expensive wired installation and the use of a high end pc. [ controllers. It would be desirable for each device to have its own Bluetooth module. However due to its fiscal expense, a single module is shared amongst several devices. [4] introduces a phone based remote controller for home and office automation. The system differs in that all communications occur over a fixed telephone line and not the Internet. The disadvantages of this system are threefold: users are not provided with a graphical user interface, users have to remember an access code and they have to remember which buttons to press for control of devices.
These home automation systems describe a few of the technologies and approaches, which have emerged, in the field of home automation. Each system achieves a similar functionality, however differs significantly in the communication medium, protocol and interface devices. It has been recognised, that it is not feasible to envisage a single dominant approach to home automation emerging in the near future. The heterogeneous nature of home automation applications and adoption by large multinationals, have cumulated in the prevention of a dominant home networking standard from emerging. The benefits of adoption of network technologies, by large multinationals, into their consumer offerings has helped drive down the cost and improve usability of network technology. This has been achieved through the obtainment of effective economies of scale. The British Telecommunications (BT) Home Hub, which incorporates high speed Internet access and a wireless personal area network, is one example of commercial adoption. Sky Multiroom provides a second example of a multimedia network, which streams sky contents to different rooms in the home [5] . The consequences of commercial adoption by large multinationals, has been the introduction of differing communication standards and communication mediums, into the home environment. Inherently, due to a lack of planning and commercial concerns, these systems offer very little interoperability. This lack of interoperability between co-existing networks, leads to three potential problems: 1) Duplication of monitoring activities, 2) the possibility of interference, between co-existing networks and, 3) the potential for two simultaneous, autonomous actions, on co-existing networks, interacting and resulting in an undesirable or even potentially dangerous outcome.
To overcome these difficulties, a home gateway is required to provide interoperability between networks, through a 
C. Network Coexistence and Interference
The home automation network and surveillance network will coexist in the same environment. There is a risk that there may be interference between wireless standards. [11] researched the co-existence of Zigbee, Bluetooth and Wi-Fi. The three protocols use the same 2.4 GHz ISM band. It was found that Zigbee interference has an insignificant effect on Wi-Fi throughput. The effect of Wi-Fi on Zigbee throughput is a 10% reduction, which provides an operable solution. The results are summarised in Table 1 . The experiment was repeated using Wi-Fi and Bluetooth. The results showed a 4% -12% reduction in Wi-Fi throughput and a more serious reduction of 17% -21% in Bluetooth throughput. The results are summarised in Table 2 . 
D.Home Gateway
The home gateway as shown in Fig. 2 ., is composed of a personal computer hosting a web server and device database. The home gateway is tasked with providing the home networks with the following functionalities:
User Interface: The user interface will be accessed from both the public access networks, such as the Internet, and the home networks, such as Wi-Fi network. The interface must provide a single, common, interface for all devices on the home networks.
Firewall Function: The home network is connected to the public access network. This provides the advantage of world wide connectivity. The potential of skilled attacker who can attempt to interfere with the system is also increased Device Database: The Home Gateway must maintain a record of all devices connected to the home networks and their current state. The home automation network collects this information and presents it in a common interface.
Remote Control: A remote user, from anywhere in the world, may wish to access a device on the home network through the internet. The home gateway must handle all authorised user requests.
Local Control: A local user within the range of the home environment, may wish to access the system. The home gateway must handle all authorised user requests and provide the appropriate responses.
III. IMPLEMENTATION
The proposed Home Gateway architecture interconnects a Zigbee home automation network with a Wi-Fi Surveillance network, the local Wi-Fi network and the Internet. The home gateway provides remote access from users on the Internet and local access to users using a Wi-Fi enabled device, such as a PDA or mobile phone. Fig. 2 . illustrates that regardless of which network or devices are used to access the system, the interface is consistent.
A.Hardware Implementation
The realisation of the system architecture is detailed below. The implementation of this environment can be seen in Fig. 2 .
Zigbee Home Automation Network: The Zigbee home automation network was implemented using a Jennic development kit, model JN5139. A more detailed overview of the Zigbee based home automation network is available in the paper [10] .
Surveillance Network: The Wi-Fi enabled IP cameras were emulated with the available resources. A web camera was connected to a Wi-Fi enabled laptop through a USB connection. The laptop was running the windows XP operating system, Java Runtime environment (JRE) version 6 update 2, and Java Media Framework (JMF) 2.1.1e.
Home Gateway: The home gateway was implemented using a laptop. The laptop was running the Windows XP operating system, Internet Explorer 7 web browser, Apache Tomcat 6.0.14 web server, and Java Development kit version 1.4.2_07. The laptop was Wi-Fi 802.11g enabled.
ADSL Modem: The device used was a Linksys WRT54G Wireless ADSL Modem Router, incorporating a 4 port switch, with support for IEEE 802.1 lb/g. The device is connected to the Internet with a fixed IP address. The router is configured to provide a connecting web server with a fixed IP address.
Local Access Device: The device used to access and control the Zigbee network using the Wi-Fi connection, was a HP iPAQ rxl950. The iPAQ comes with the Microsoft Windows Mobile 5.0 Premium Edition operating system, and includes Internet Explorer Mobile, Java runtime environment, Java Media Framework 2.1.1e and a maximum 240x320 pixel resolution.
Remote Access Device: The device used to access and control the, home network devices, from a remote location over the Internet, was a Nokia N95 mobile phone. The Nokia N95 comes with the Symbian operating system version 9.2 running WAP 2.0/xHTML, HTML browser, Java MIDP 2.0 support and Java Media Framework 2.1.1e.
B. Software Implementation
The software architecture is composed of a Java Applet, Java Media Framework 2.1.1e, MySQL Database and Java Server Pages. These in unison with the hardware provide the functionality of the home gateway as shown in Fig. 3 Database: The database maintains the state of the devices connected to the home networks and the surveillance network and provides the information for facilitating a single common interface for all the devices. The database also contains the commands associated with the devices on the home network.
C. System Implementation As illustrated in Fig 2, when a user accesses the home gateway, from either the Internet or the local Wi-Fi network, the ADSL modem routes all their communications to the home gateway. The gateway responds on the initial access, by delivering a web page and applet to the client. The applet runs on the browser, providing the user interface on the client machine. All communications are sent by http to avoid problems with security issues, arising due to the use of non web ports as described earlier. The Java applet monitors the database on the web server and updates the user display as appropriate. The Java application relays the commands received to either the home network or the surveillance network and updates the device database. As shown in Fig.  4 . The IP camera waits to receive a request from a client, to start streaming video. Once the request is received the Video is streamed to the clients IP address. The client's browser creates a media player, in which the video stream is displayed. The software interactions of the home automation system and the home gateway are shown in Fig. 5 . The home gateway waits to receive a command. Once this command is received, it is routed to the home automation system. The ZigBee controller acts upon and responds to the command received, from the home gateway. The effects of the commands actions are relayed to the client, through the interface provided by the home gateway. The login screen is the initial screen, a user accessing the system will see, as shown in Fig. 6 .a. After successful authentication, the user is directed to the main menu page as shown in The network type to witch a home device is connected, is transparent to the user as can be seen in Fig. 8 .a. The user selects a location in the home or a device, in this case the security system. The user is then presented with the output of the surveillance network as shown in Fig. 8 IV. CONCLUSION A home gateway architecture, incorporating two heterogeneous home networks, is designed, implemented and tested. The two home networks consist of a home automation system, and a surveillance system. The home gateway connects to the Internet, a public access network, and Wi-Fi, a local area home network. This in turn allows them to access and interact with the Zigbee IEEE 802.15.4 based home automation network and the Wi-Fi IEEE 802.1lg based surveillance network. This interaction is mediated, through a common interface, regardless of the network used to access the home gateway. The system implements a method of data translation between ZigBee and Wi-Fi, two complimentary, heterogeneous standards. Through the use of these complimentary technologies, a home network structure capable of fulfilling the requirements of most home automation applications has been implemented. The advantage of the proposed architecture, over those who provide Zigbee networks without a home gateway, is the expansion of access from the local environment to a global environment. The existing home gateways have used methods of communication, such as socket communications. However firewalls and proxy servers often block ports from communicating. To overcome these issues common web ports have been used in the proposed architecture, which are accessible from most networks. The home gateway provides the same interface for all the products connected to the home network. This will help overcome the users being overwhelmed by multiple interfaces, unlike other home gateways which provide different interfaces depending on the access network used. The limitation imposed by the home gateway architecture, requires the use of an expensive personal computer to act as the web server.
